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Windows Server Internet Information Services 2000 and 2003 Management Pack Guide for Operations Manager 2007

The Windows Server Internet Information Services 2000 and 2003 Management Pack Guide includes Management Pack overviews, deployment procedures, and scenarios for monitoring Windows Server Internet Information Services (IIS) 2000 and 2003 with Operations Manager 2007. IIS 2000 refers to IIS 5.0 and IIS 2003 refers to IIS 6.0. For more information about Operations Manager 2007, see http://go.microsoft.com/fwlink/?linkid=79243.

The Windows Server Internet Information Services 2000 and 2003 Management Packs include substantial sets of monitors, rules, views, tasks, knowledge, and reports for monitoring the version of IIS included with Windows 2000 Server and Windows Server 2003. This enables Operations Manager 2007 to monitor IIS 2000 and 2003 and their related services for availability, configuration, health, and performance and to display the respective data in ways that are timely and helpful in maintaining uninterrupted service of IIS and the functionality it provides.

The monitors and rules the Management Packs for IIS 2000 and 2003 provide enable Operations Manager 2007 to monitor the following IIS object types:


IIS Server Role


IIS Web, FTP, NNTP, and SMTP servers


IIS Web and FTP Sites


IIS NNTP and SMTP Virtual Servers

Note 

ASP.NET monitoring is documented in the ASP.NET 2.0 Management Pack Guide. The latest version of Management Pack guides can be found at http://go.microsoft.com/fwlink/?LinkId=83259.

Alerts can be raised and the appropriate people notified when issues that cause downtime or poor performance, such as broken links, unavailable sites, and security breaches, occur. The following table provides an overview of the monitoring functionality enabled by the IIS Management Packs for IIS 2000 and 2003. 

	Functionality
	Description

	Application availability and integrity
	
Alerts and reports on client detected errors, including Server Too Busy.


Detects configuration problems with Web sites and applications.

	Security
	
Performs basic detection of unauthorized access attempts.

	Site Integrity
	
Detects missing links from Web logs.


Detects invalid URLs.


Detects deactivated Web sites.

	World Wide Web Publishing Service specific
	
Worker process failures.


Service configuration problems with Web site stopped states.


Configuration issues.


Web site binding issues.


Logging issues.

	Related services
	
Unexpected failures.


Configuration-related failures.


Inability to create application pools.

Note 

Not applicable to IIS 2000.


Identity issues.


Service startup and shutdown timeouts.


Worker process recycle requests and events.

Note 

Not applicable to IIS 2000.


Who Should Read This Guide?

This guide is for IIS administrators. Running IIS servers involves doing daily tasks, such as monitoring disk space or Web server availability and performance, which Operations Manager 2007 with the Windows Server IIS 2000 and 2003 Management Packs can do automatically. System designers and architects who plan to develop a fully automated monitoring solution for IIS will also find valuable information in this guide.

This guide assumes that you have a thorough knowledge of IIS 2000 or IIS 2003. For more information about IIS 2000 or IIS 2003, see http://go.microsoft.com/fwlink/?LinkId=86945 and http://go.microsoft.com/fwlink/?LinkId=86944, respectively.

Document Version

This guide was written based on the March 2007 version of the Internet Information Services 2000 and 2003 Management Packs.

Getting the Latest Management Packs and Management Pack Documentation

This guide was developed with versions 6.0.6539.0 of the Windows Server IIS 2000 and 2003 Management Packs. For the latest version of Management Packs, see http://go.microsoft.com/fwlink/?LinkId=82105. For the latest version of Management Pack guides, see http://go.microsoft.com/fwlink/?LinkId=83259.

Changes in This Update

The February 2008 release of this management pack with Operations Manager 2007 SP1 includes the following changes: 


Fixed duplicate display string for Microsoft.Windows.InternetInformationServices.InstanceGroup and Microsoft.Windows.InternetInformationServices.ServerRoleGroup.


Fixed problem with parameter replacement for alerts.


Fixed problem with version property during discovery. 

Getting Started

Before You Import the Management Pack

Before you import the Windows Server Internet Information Services 2000 or 2003 Management Packs, you should evaluate your organization's monitoring requirements for IIS. The planning phase will let you clarify your monitoring expectations, define your escalation procedures, and optimize importing and configuring the Management Packs.

Configure IIS Servers as Operations Manager 2007 Managed Objects

To manage servers running IIS with Operations Manager 2007, they must be configured as managed objects of an Operations Manager 2007 Management Group. Windows-based managed objects are either agent-managed or agentless managed computers. For more information about agent-managed and agentless managed computers, see the Configuring Objects to Be Managed by Operations Manager 2007 topic in the Operations Manager 2007 Help.

Agent-Managed

The Windows Server Internet Information Services 2000 and 2003 Management Packs for Operations Manager 2007 provide complete monitoring functionality for agent-managed servers running IIS 2000 and 2003. An agent-managed computer is a Windows-based computer that has the Operations Manager 2007 agent installed.

Agentless Managed

The Windows Server Internet Information Services 2000 and 2003 Management Packs for Operations Manager 2007 do not support agentless monitoring.

Files to Download

To monitor IIS 2000 or 2003, you must download the Windows Server Internet Information Services 2000 or 2003 Management Packs, which contain the following files:

For the IIS 2000 Management Pack:


Microsoft.Windows.InternetInformationServices.CommonLibrary.mp (Windows Server Internet Information Services Library)


Microsoft.Windows.InternetInformationServices.2000.mp (Windows Server Internet Information Services 2000)

For the IIS 2003 Management Pack:


Microsoft.Windows.InternetInformationServices.CommonLibrary.mp (Windows Server Internet Information Services Library)


Microsoft.Windows.InternetInformationServices.2003.mp (Windows Server Internet Information Services 2003)

Note 

You can find the latest Management Pack files at http://go.microsoft.com/fwlink/?LinkId=82105. The Management Pack files that ship with Operations Manager 2007 are in the ManagementPacks directory of the installation media. 

Other Requirements

The Management Packs for IIS 2000 and 2003 have dependencies on the Management Packs that are installed by default with an Operations Manager 2007 Management Server. 

Important 

Almost all optional Management Packs have dependencies on some of the default Management Packs. Therefore, the default Management Packs should not be removed from an Operations Manager 2007 Management Group. If this removal does occur, the default Management Packs can be imported from the System Center Operations Manager 2007 installation directory, c:\System Center Operations Manager 2007 installation directory, for example.

Optional Management Packs

To keep your IIS servers running smoothly and with high availability, you must maintain the overall health of your Information Technology (IT) environment. The overall health includes components that are specific to IIS, along with components for the network, computer hardware, operating systems, and applications. 

It is a best practice to import the Management Packs for the operating systems that provide the versions of IIS you are monitoring. Some of the views provided with the Windows Server Internet Information Services 2000 and 2003 Management Packs require the Management Packs for the appropriate operating systems to have data to display. Consider also deploying Management Packs for the following:


The databases of the Web sites


Clients of IIS, such as Information Worker Windows Internet Explorer


Network hardware, such as routers

Note 

Management Packs for hardware devices can be provided by the manufacturer or third parties or can be created within your organization. For information about creating Management Packs, see http://go.microsoft.com/fwlink/?LinkId=82637.

How to Import the Internet Information Services 2003 and 2000 Management Packs

Dependencies exist between the IIS Management Pack files; therefore, the files must be imported together or individually in the following order:

For IIS 2000 Management Pack Files

1.
Microsoft.Windows.InternetInformationServices.CommonLibrary.mp (Windows Server Internet Information Services Library) 

2.
Microsoft.Windows.InternetInformationServices.2003.mp (Windows Server Internet Information Services 2000)

Note 

These Management Pack files are in the ManagementPacks directory of the Operations Manager 2007 installation media. 

For IIS 2003 Management Pack Files

1.
Microsoft.Windows.InternetInformationServices.CommonLibrary.mp (Windows Server Internet Information Services Library)

2.
Microsoft.Windows.InternetInformationServices.2003.mp (Windows Server Internet Information Services 2003)

For information about importing Management Packs, see the "About the Management Packs Node in Operations Manager 2007" topic in the Operations Manager 2007 Help.

Create a New Management Pack for Customizations

Most vendor Management Packs are sealed so that you cannot change any of the original settings in the Management Pack file. However, you can create customizations, such as overrides or new monitoring objects, and save them to a different Management Pack. By default, Operations Manager saves all customizations to the Default Management Pack. As a best practice, you should instead create a separate Management Pack for each sealed Management Pack you want to customize.

Creating a new Management Pack for storing overrides has the following advantages: 


It simplifies the process of exporting customizations that were created in your test and pre-production environments to your production environment. For example, instead of exporting a Default Management Pack that contains customizations from multiple Management Packs, you can export just the Management Pack that contains customizations of a single Management Pack.


It allows you to delete the original Management Pack without first needing to delete the Default Management Pack. A Management Pack that contains customizations is dependent on the original Management Pack. This dependency requires you to delete the Management Pack with customizations before you can delete the original Management Pack. If all of your customizations are saved to the Default Management Pack, you must delete the Default Management Pack before you can delete an original Management Pack.


It is easier to track and update customizations to individual Management Packs.

For more information about sealed and unsealed Management Packs, see Management Pack Formats. For more information about Management Pack customizations and the Default Management Pack, see About Management Packs.

To Create a New Management Pack for Customizations

	1.
Open the Operations Console, and then click the Administration button.

2.
Right-click Management Packs, and then click Create New Management Pack.

3.
Enter a name (for example, ADMP Customizations), and then click Next.

4.
Click Create.


Configuration

We recommend that you enable and configure Internet Information Services (IIS) logging on your managed IIS servers to enhance the monitoring of IIS by Operations Manager 2007.

Configure IIS Logging

The Windows Server Internet Information Services 2000 and 2003 Management Packs collect data from IIS logs. If logging is not enabled, only service data is collected and analyzed by the Management Pack. Additionally, IIS log files must be set to the W3C Extended Log File format. Logging must be enabled for each type of site and virtual server that you want to collect monitoring data for, such as the following:


FTP sites


Web sites


SMTP virtual servers


NNTP virtual servers

By default, logging is enabled for each IIS Web and FTP site, and the format is set to W3C Extended Log File format. However, logging is not enabled for SMTP or NNTP virtual servers. You can enable monitoring for these virtual servers manually. Additionally, if you are not receiving monitoring data from IIS logs for a Web site or FTP site, verify that logging is enabled and that the correct format is selected. 

To enable logging on a virtual server

	1.
In Internet Information Services Manager, double-click the local computer.

2.
Right-click the SMTP Virtual Server or NNTP Virtual Server folder for which you want to enable logging, and then click Properties. 

3.
On the General tab, select Enable logging. 

4.
From the Active log format drop-down list, select W3C Extended Log File format, and then click OK.


Configuring IIS Logging on Windows Server 2000 Computers

By default, on computers running Microsoft Windows Server 2000, IIS logging is configured to include Process Accounting extensions for Web sites. Collection of these extensions can result in unreliable data, such as “An unknown token name (s-event) was encountered.” To avoid receiving this type of data, disable logging of Process Accounting extensions.

To disable logging of Process Accounting extensions

	1.
In Internet Services Manager, double-click the local computer.

2.
Right-click the Default Web Site, and then click Properties. 

3.
On the Web Site tab, select Enable logging.

4.
From the Active log format drop-down list, select W3C Extended Log File Format, and then click Properties.

5.
Click the Extended Properties tab.

6.
In the Extended Logging Options list box, clear Process Accounting, and then click OK.


Security Considerations

This section provides information about using a low-privilege account with the Windows Server Internet Information Services 2000 and 2003 Management Packs for Operations Manager 2007, as well as information about using groups and roles to delegate authority for monitoring IIS.

Low-Privilege Environments

The Windows Server Internet Information Services 2000 and 2003 Management Packs use the agent action account to perform discovery and run monitors, rules, and tasks. The agent action account can run as Local System or as a named account. When running as Local System, the agent action account has the privileges needed to perform discovery and run monitors, rules, and tasks.

A low-privilege account can be used to monitor Internet Information Services (IIS) 2003. Using a low-privilege domain account requires password updating consistent with your password expiration policies. 

Important 

A low-privileged account cannot be used to monitor IIS 2000.

Using a Low-Privilege Account

A low-privilege agent action account must meet the following requirements to enable the Management Pack for IIS 2003 to monitor IIS 2003:


Be a member of the local users group.


Be a member of the local Performance Monitor users group.


Be granted Log On Locally rights.

The following tasks in the Management Pack for IIS 2003 require a high-privilege account to run. 

	Task
	Description

	List Backups
	Lists all of the backups of IIS by name, version, and date.

	List Application Pools
	Lists the process, process ID, and name for each application pool on the Web server.

	Start Web Site Diagnostics
	Checks to determine whether the Web site, dependent application pool, and site configuration are in a healthy state.


When these tasks run, they do not use the agent action account or the specified low-privilege account, but instead use the Privileged Monitoring Account Run As profile, which defaults to Local System and does not require association with a Run As account and Target Computer. No user intervention is required.

Using Groups

In Operations Manager 2007, groups are logical collections of objects, such as IIS 2003 Server Role instances, hard disks, or LAN connections. Management Packs usually provide one or more groups for the technology for which they enable monitoring. Groups, along with user roles, make it possible to delegate authority. Groups also allow you to apply overrides to a specified set of objects.

You can create groups with the Create Group Wizard. For example, when you run the wizard you would create a group called the IIS FTP and Web Server group, which is dynamically populated with IIS 2000 and 2003 FTP and Web servers.

Note 

See the "Using Roles" section below to finish delegating authority.

The Management Packs for IIS 2000 and 2003 provide the groups described in the following table.

	Management Pack
	Group
	Description

	Windows Server Internet Information Services 2000
	IIS 2000 Computer Group
	All Windows-based computers running a Windows 2000 Server version of an IIS component.

	Windows Server Internet Information Services 2000
	IIS 2000 Server Role Instance
	All Windows 2000 Server instances of the IIS role.

	Windows Server Internet Information Services 2003
	IIS 2003 Computer Group
	All Windows-based computers running a Windows Server 2003 version of an IIS component.

	Windows Server Internet Information Services 2003
	IIS 2003 Server Role Instance
	All Windows Server 2003 instances of the IIS role.

	Windows Server Internet Information Services Library
	IIS Computer Group
	All Windows-based computers running an IIS component.

	Windows Server Internet Information Services Library
	IIS Instance Group
	All Windows Server instances of the IIS role.


For more information about groups, see the "Groups in Operations Manager 2007" topic in the Operations Manager 2007 Help. For more information about overrides, see the "Overrides in Operations Manager 2007" topic in the Operations Manager 2007 Help.

Using Roles

You can delegate authority as needed by your organization using Operations Manager 2007 user roles, in conjunction with Operations Manager 2007 groups. A user role is the combination of a profile and a scope. For example, you would run the Create User Role Wizard and create the IIS FTP and Web Operator role. When you run the wizard, do the following:

1.
Add Windows-based user accounts or security groups to the role.

2.
Scope the user role to one or more groups, such as the IIS FTP and Web Server group created in the "Using Groups" section above.

3.
Specify which tasks the user role can execute.

4.
Assign the views the user role can see. 

For more information about user roles, see "About User Roles in Operations Manager 2007" in the Operations Manager 2007 Help.

Understanding Management Pack Operations

This section provides information about the types of objects the Windows Server Internet Information Services 2000 and 2003 Management Packs for Operations Manager 2007 discover, how health rolls up, the key scenarios, and a discussion of how you can view your monitoring information in the Operations Manager 2007 Operations Console.

Objects the Windows Server Internet Information Services 2000 and 2003 Management Packs Discover

The Windows Server Internet Information Services 2000 and 2003 Management Packs provide the object discovery rules listed in the following table. For more information about an object discovery rule, view the properties of the rule, and then click Product Knowledge. To access object discovery rules, go to the Object Discoveries node under the Management Pack Objects node in the Operations Console Authoring pane. 

	Object Discovery Rule Name
	Description
	Target

	Windows Internet Information Services Server Role Discovery Rule
	Discovers and populates the Windows Internet Information Services 2000\2003 object type named IIS 2000\2003 Server Role with instances of the Internet Information Services 2000\2003 Server Role.
	Windows Server

	Windows Internet Information Services Sites, Virtual Servers, and Application Pool Discovery Rule
	Discovers instances of Windows Internet Information Services 2000 components, such as FTP servers.
	IIS 2000 Server

	Windows Internet Information Services Web Server Discovery Rule
	Discovers instances of Windows Internet Information Services 2003 components, such as SMTP virtual servers.
	IIS 2003 Server


How Health Rolls Up

The Windows Server Internet Information Services 2000 and 2003 Management Packs monitor the IIS Server as a hierarchy of related components. The following illustration is a diagram view of an IIS 2003 Server object and all objects that have relationships with it. The top level of the hierarchy is the IIS Server object, at the lowest level are the Web Sites, Application Pools (IIS 2003 only), FTP Sites, NNTP Virtual Servers, and SMTP Virtual Servers. 
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The health of the IIS Server is dependent on the health of the objects at the next lower level, the IIS Web, FTP, NNTP, and SMTP Servers. When any one of these servers is in a critical health state, by default, the IIS Server is in a critical health state. This action is called "rolling up health."

The health of the IIS FTP, NNTP, SMTP, and Web Servers are not, by default, dependent on the health of the objects at the next lower level. If, for example, one or more Web Sites are in a critical state, the Web Server object will not change state. A Web Server is not necessarily having problems if one or more of its Web Sites are in a critical health state.

Key Monitoring Scenarios

The Windows Server Internet Information Services 2000 and 2003 Management Packs include monitors, rules, alerts, views, and reports to help manage the availability, configuration, performance, and security of IIS 2000 and 2003. 

A monitor can change the health state of an object, such as from Healthy to Critical, but a rule cannot; both can generate alerts. Views can be looked at in the Operations Manager 2007 Operations Console and the Web Console. The monitors, rules, and alerts can be enabled, configured, and disabled through overrides, according to your requirements. 

Note 

For more information about a specific monitor, rule, alert, or view, see its properties in the Operations Manager 2007 Operations Console.

It is recommended that you create Management Packs exclusively for containing the overrides you create for the Windows Server Internet Information Services 2000 and 2003 Management Packs. These Management Packs enable you to verify your overrides in a test environment, export the Management Packs you created, and then import the Management Packs to your production environment.

Notifications can be configured for an alert so that the appropriate people are notified when a specific alert occurs. This enables the IT team to quickly respond to issues, helping to prevent an interruption of service. For more information about configuring notifications, see the About Notifications in Operations Manager 2007 topic in the Operations Manager 2007 Help.

The following sections describe key scenarios for managing Internet Information Services 2000 and 2003 with Operations Manager 2007.

Is My IIS Web-Based Application Healthy?

Operations Manager 2007 shifts the paradigm from managing individual computers to defining and managing the distributed applications you provide, such as Web-based applications. Managing applications, not just the computers they run on, enables you to more effectively and efficiently identify, analyze, and resolve issues related to these applications. This paradigm shift helps ensure that you are able to meet the applications' service level agreements you have agreed to with your customers. 

Many objects that you can monitor, such as Web-based applications, are similar to each other. Operations Manager 2007 provides the Distributed Application Designer and templates for similar objects, much like Microsoft Word provides templates for common document types. These templates make it easier for you to accurately and quickly define and, subsequently, monitor the distributed applications you are responsible for.

Your customers' ability to access and use a Web site, for example, depends on more than just the health of the Web site. It may depend on components, such as a SQL Server 2005 database. 

The Operations Manager 2007 Distributed Application Designer and Line of Business Application template allow you to more easily and accurately define, and therefore monitor, the end-to-end health of your Web-based applications. The health and relationships of individual components can be defined, monitored, and rolled up to the overall health of your application. 

The Windows Server Internet Information Services 2000 and 2003 Management Packs discover and monitor the health of IIS 2000 and 2003 servers and related components. In conjunction with other Management Packs, such as Windows Server 2003 Operating System and SQL Server 2005, you can get a clear understanding of the health of your distributed Web-based application, and thereby also understand your customers' ability to access and use the application.

To fully utilize the Distributed Application Designer, it is recommended that you at least import the applicable Windows Server Operating System and Microsoft SQL Server Management Packs and add the relevant components to the Distributed Application Definition. The latest versions of the Management Packs can be found at http://go.microsoft.com/fwlink/?LinkId=82105. The versions of the Management Packs that shipped with Operations Manager 2007 are in the ManagementPacks directory of the installation media.  

Note 

If your Web-based application does not include SQL Server, you do not need to import the Management Pack.

To create a distributed application definition for a Web-based application

	1.
Open the Operations Manager 2007 Operations Console.

2.
In the navigation pane, click Authoring.

3.
In the Authoring pane, right-click Distributed Applications, and then click Create new distributed application.

4.
When the Distributed Application Designer displays, do the following:

a.
Type a Name, such as LOBWebApp1.

b.
Select the Line of Business Web Application in the Template list.

c.
Save the Distributed Application Definition to a Management Pack, such as LOBWebApp1MP.
Note 

It is a best practice to save a distributed application definition to a Management Pack specifically for the application.

d.
Click OK.

5.
On the Distributed Application Designer menu, click Save.


To add Web sites and databases to the distributed application definition

	1.
In the navigation pane of the Distributed Application Designer, click Web Site.

2.
Select the Web sites for this application, and then drag them to the LOBWebApp1 Web Application Web Sites box.

3.
In the navigation pane, click Database.

4.
Select the databases for this application, and then drag them to the LOBWebApp1 Web Application Database box.

5.
On the Distributed Application Designer menu, click Save.


Add components, such as Information Worker Windows Internet Explorer Clients, and create relationships between them until the distributed application definition accurately reflects your Web-based application and its clients. For more information about the Distributed Application Designer and templates, see http://go.microsoft.com/fwlink/?LinkId=86800.

Are My IIS 2003 Web, FTP, SMTP, and NNTP Servers Available?

The availability monitors provided by the Windows Server Internet Information Services 2003 Management Pack raise an alert if an IIS 2003 Web, FTP, SMTP, or NNTP server is unavailable. The Management Pack for IIS 2000 provides similar monitors.

Availability Monitors for IIS 2003 Web, FTP, SMTP, and NNTP Servers

The availability monitors for IIS 2003 Web, FTP, SMTP, and NNTP servers:


Are service-based monitors.


Set the state of the server to critical if the service is unavailable.


Raise an alert with a name similar to the name of the monitor.


The product knowledge for the monitors provides an inline task to start the respective server service. The following monitors verify the availability of Web, FTP, SMTP, and NNTP servers.

	Monitor Name                                                                                                                                      

	The Windows Internet Information Services FTP Server is Unavailable

	The Windows Internet Information Services NNTP Server is Unavailable

	The Windows Internet Information Services SMTP Server is Unavailable

	The Windows Internet Information Services Web Server is Unavailable


Views for Availability of IIS Web, FTP, SMTP, and NNTP Servers

The key views for availability monitoring of IIS Web, FTP, SMTP, and NNTP servers are listed in the following table. These views are in the Monitoring pane of the Operations Console in Microsoft Windows Internet Information Services\Health Monitoring. The views display the data generated by the monitors listed in the preceding table. 

	View Name
	Description

	FTP Server Health
	Displays the health state of IIS FTP servers

	NNTP Server Health
	Displays the health state of IIS NNTP servers

	SMTP Server Health
	Displays the health state of IIS SMTP servers

	Web Server Health
	Displays the health state of IIS Web servers


How Are My IIS 2003 Web Servers Performing?

The performance rules provided by the Management Pack for IIS 2003 enable you to view the performance of your IIS 2003 Web servers. Similar rules are available for FTP, SMTP, and NNTP servers. The Management Pack for IIS 2000 provides similar rules and views.

Performance Rules for IIS 2003 Web Servers

The performance rules for IIS 2003 Web sites collect performance data and create performance baselines. Performance rules are better suited for collecting performance data and creating performance baselines for Web, FTP, SMTP, and NNTP servers than performance baseline monitors, which are disabled by default. 

The key performance rules for IIS 2003 Web servers are described in the following table. Similar rules are available for FTP, SMTP, and NNTP servers. The Management Pack for IIS 2000 provides similar rules.

	Rule Name
	Description

	Web Service\Bytes Total/sec Baseline Collection Rule
	Creates a performance baseline, also referred to as an envelope, using the "Bytes Total/sec" counter for all instances of the Web service.

	Web Service\Bytes Total/sec Performance Rule
	Optimized collection of the "Bytes Total/sec" performance counter data for all instances of the Web service.

	Web Service\Current Connections Baseline Collection Rule
	Creates a performance baseline, also referred to as an envelope, using the "Current Connections" counter for all instances of the Web service.

	Web Service\Current Connections Performance Rule
	Optimized collection of the "Current Connections" performance counter data for all instances of the Web service.


Views for Performance of IIS Web Servers

The key view for performance of IIS Web servers is in the Operations Console Monitoring pane\Microsoft Windows Internet Information Services\Performance. Web Server Performance is a dashboard view that displays the bytes received and sent by the Web Service for the selected Web servers.

How Are the Operating Systems of My IIS Servers Performing?

Your customers' ability to connect to and effectively use a Web server, for example, is affected by the performance of the operating system that provides IIS. Operating system performance views help you identify, analyze, and resolve operating system performance issues that affect your Web servers. 

Operating system performance views display the performance data generated or collected by operating system Management Pack performance monitors and rules. For more information about operating system monitors and rules, see the "Windows Server Operating System Management Pack Guide for Operations Manager 2007," OM2007_MP_WinSerBas.doc, at http://go.microsoft.com/fwlink/?LinkId=85414.

Important 

The Management Pack for an operating system must be imported to monitor its performance. 

Views for Performance of Operating Systems

The views for operating system performance, as it relates to IIS, are in the Operations Console Monitoring pane\Microsoft Windows Internet Information Services\Performance and are listed in the following table. 

	Operating System Performance Views

	Disk Capacity

	Disk Performance

	Disk Utilization

	Memory Utilization (Page File)

	Memory Utilization (Physical)

	Network Adapter Utilization

	Processor Performance


Are My IIS 2003 Web, FTP, SMTP, and NNTP Sites and Virtual Servers Available?

The availability monitors provided by the Management Pack for IIS 2003 raise an alert if an IIS 2003 Web, FTP, SMTP, and NNTP site or virtual server is unavailable. The Management Pack for Internet Information Services 2000 provides similar monitors.

Availability Monitors for IIS 2003 Web, FTP, SMTP, NNTP Sites and Virtual Servers

The availability monitors for IIS 2003 Web, FTP, SMTP, and NNTP sites and virtual servers:


Set the state of the site or virtual server to critical if it is unavailable.


Raise a low-priority critical severity alert with a name similar to the name of the monitor.


Provide product knowledge that provides an inline task to start the respective site or virtual server. 

The following monitors verify the availability of Web, FTP, SMTP, and NNTP sites and servers.

	Monitor Name                                                                                                                                      

	The Windows Internet Information Services FTP Site is Unavailable

	The Windows Internet Information Services NNTP Virtual Server is Unavailable

	The Windows Internet Information Services SMTP Virtual Server is Unavailable

	The Windows Internet Information Services Web Site is Unavailable


Views for Availability of IIS Web, FTP, SMTP, and NNTP Sites and Virtual Servers

The key views for availability monitoring of IIS Web, FTP, SMTP, and NNTP sites and servers are listed in the following table. These views are in the Monitoring pane of the Operations Console in Microsoft Windows Internet Information Services\Health Monitoring. The views display the data generated by the preceding monitors. 

	View Name
	Description

	FTP Site Health
	Displays the health state of IIS FTP sites.

	NNTP Virtual Server Health
	Displays the health state of IIS NNTP virtual servers.

	SMTP Virtual Server Health
	Displays the health state of IIS SMTP virtual servers.

	Web Site Health
	Displays the health state of IIS Web sites.


Are My IIS 2003 Web Sites Configured Properly?

The Web site configuration monitors and rules provided by the Windows Server Internet Information Services 2003 Management Pack help you determine whether IIS 2003 Web sites are configured properly. An alert will be raised if, for example, the URL for a Web site is not valid. Similar monitors and rules are available for FTP, SMTP, NNTP sites and virtual servers. The Management Pack for IIS 2000 provides similar monitors, rules, and views.

Configuration Monitors for IIS 2003 Web Sites

The configuration monitors for IIS 2003 Web sites:


Are event-based.


Set the state of the site to warning if the event is raised.


Raise a critical alert of a similar name.


Deactivate the site.

The following table lists key configuration monitors for IIS 2003 Web sites.

	Monitor Name                                                                                                                                      

	Service configuration related failure: A failure occurred while configuring the logging properties for the site. The server does not have access permissions to the site's log file directory.

	Web site configuration related failure: A failure occurred while configuring an application's bindings. The site has been deactivated.

	Web site configuration related failure: Either the network endpoint for the site's IP address could not be created, or the IP listen list for HTTP.sys did not contain any usable IP addresses. The site has been deactivated.

	Web site configuration related failure: The IP address for the site is not in the HTTP.sys IP listen list. The site has been deactivated.

	Web site configuration related failure: The URL may be invalid. The site has been deactivated.

	Web site configuration related failure: The necessary network binding may already be in use. The site has been deactivated.

	Web site configuration related failure: The site has been deactivated.

	Web site configuration related failure: Too many listening ports have been configured in HTTP.sys. The site has been deactivated.


Configuration Rules for IIS 2003 Web Sites

The configuration rules for IIS 2003 Web sites:


Are event-based.


Collect the event data.


Do not raise alerts.

The following table lists the configuration rules for IIS 2003 Web sites.

	Rule Name                                                                                                                                           

	Service configuration related failure: Could not initialize the logging for the site.

	Service configuration related failure: Unable to configure logging for site.


Views for Configuration Monitors and Rules of IIS Web Sites

The key views for configuration monitors and rules of IIS Web sites are in the Operations Console Monitoring pane in the Microsoft Windows Internet Information Services node and its child Health Monitoring node. The views display the data generated or collected by the preceding monitors and rules. The key views for configuration monitoring of IIS Web sites are listed in the following table.

	View Name
	Description

	Web Site State
	Displays the health of all IIS Web sites managed by the Management Groups in a state view. 

	Web Site Health
	Displays the health state and alerts for all IIS Web sites managed by the Management Groups in a dashboard view.


How Are My Mission-Critical Sites and Virtual Servers Performing?

Many thousands of Web, FTP, SMTP, and NNTP sites and virtual servers can be hosted by a single IIS server. To prevent a Management Group from being inundated with performance data, performance rules for instances of Web, FTP, SMTP, and NNTP sites and virtual servers are disabled by default. 

Overrides are used to enable performance monitoring of instances of Web, FTP, SMTP, and NNTP sites and virtual servers. It is a best practice to enable performance monitoring of only mission-critical sites and virtual servers. For information about overrides in Operations Manager 2007, see http://go.microsoft.com/fwlink/?LinkId=86870.

Note 

Performance rules for all instances (_Total) of Web, FTP, SMTP, and NNTP sites and virtual servers are enabled by default.

Performance Rules for IIS 2003 Web Sites

The key performance rules for IIS 2003 Web sites are described in the following table. Similar rules are available for FTP, SMTP, and NNTP servers. The Management Pack for IIS 2000 provides similar rules.

	Rule Name
	Description

	Web Service\Bytes Received/sec Baseline Collection Rule
	Creates a performance baseline, also referred to as an envelope, using the "Bytes Received/sec" counter for a specific instance of the Web service.

	Web Service\Bytes Received/sec Performance Rule
	Optimized collection of the "Bytes Received/sec" performance counter data for a specific instance of the Web service.

	Web Service\Bytes Sent/sec Baseline Collection Rule
	Creates a performance baseline, also referred to as an envelope, using the "Bytes Sent/sec" counter for a specific instance of the Web service.

	Web Service\Bytes Sent/sec Performance Rule
	Optimized collection of the "Bytes Sent/sec" performance counter data for a specific instance of the Web Service.

	Web Service\Bytes Total/sec Baseline Collection Rule
	Creates a performance baseline, also referred to as an envelope, using the "Bytes Total/sec" counter for a specific instance of the Web service.

	Web Service\Bytes Total/sec Performance Rule
	Optimized collection of the "Bytes Total/sec" performance counter data for a specific instance of the Web Service.


Views for Performance of IIS Web Sites

The key view for performance of IIS Web sites is in the Operations Console Monitoring pane\Microsoft Windows Internet Information Services\Performance. Web Site Performance is a dashboard view that displays the bytes received, bytes sent, and total bytes received and sent by the Web Service for the selected Web site.

Are My IIS 2003 Application Pools Available and Configured Properly?

The Windows Server Internet Information Services 2003 Management Pack helps you determine whether IIS 2003 application pools are available and configured properly. Similar monitors and rules are available for FTP, SMTP, and NNTP sites and virtual servers.

Note 

 Applications pools is not a feature in IIS 2000.

Availability Monitor for IIS Application Pools

The "A Windows Internet Information Services Application Pool is Unavailable" monitor:


Sets the state of the application pool to Healthy if the application pool is running.


Sets the state of the application pool to Critical if the application pool is not running.


Raises a critical alert of a similar name if the state of the application pool was set to Critical.

Configuration Monitors for IIS Application Pools

The configuration monitors for IIS 2003 application pools:


Are event-based.


Set the health state of the application pool to Warning if the event was raised.


Generate an alert with a name similar to the name of the monitor if the event was raised.

The following table lists the configuration monitors for IIS 2003 application pools.

	Monitor Name                                                                                                                                      

	Application pool configuration related failure, The World Wide Web Publishing Service failed to create the Application Pool.

	Application pool configuration related failure, The World Wide Web Publishing Service failed to record the proper state of the Application Pool.

	Application pool configuration related failure, The identity of the Application Pool is invalid.

	Unexpected Application pool failure, a failure was encountered while launching the process serving the application pool has been disabled.

	Unexpected Application pool failure, The World Wide Web Publishing Service's request to disable the application pool failed.


Configuration Rules for IIS Application Pools

The configuration rules for IIS application pools:


Are event-based.


Do not raise alerts.

The following table lists the key configuration rules for IIS 2003 application pools.

	Rule Name                                                                                                                                          

	Application pool configuration related failure: A process serving an application pool reported a failure.

	Application pool configuration related failure: A process serving an application pool terminated unexpectedly.

	Application pool configuration related failure: An ISAPI reported an unhealthy condition to its worker process.

	Application pool configuration related failure: The World Wide Web Publishing Service failed to create a worker process for the application pool.


Views for Configuration Monitors and Rules of IIS Application Pools

The key view for performance of IIS application pools is in the Operations Console Monitoring pane\Microsoft Windows Internet Information Services\Performance. Application Pool Health is a dashboard view that displays the states and alerts for application pools.

Viewing Information in the Operations Manager Console

After you import the Management Pack and give it at least one hour to gather data, you will begin to see monitoring data in the Operations Console. In the Monitoring pane, the Microsoft Windows Internet Information Services node and child nodes contain views for IIS.

Views

Use the views provided with the Windows Server Internet Information Services 2000 and 2003 Management Packs to understand the current availability, configuration, health, and performance of IIS. The Active Alerts, All Performance Data, Application Pool State, FTP Site State, IIS Computer State, IIS Role State, Task Status, and Web Site State views provide a broad perspective of your managed IIS servers and an indication of what requires your attention. The Management Pack also provides views for the health and performance of specific instances of IIS components, as described in the preceding Key Monitoring Scenarios section.

Tasks

The Windows Server Internet Information Services 2000 and 2003 Management Packs provide tasks to help diagnose and resolve IIS issues. The following table describes a sample of the tasks provided by the Management Pack. To see all of the tasks the Management Pack provides, click Tasks in the Authoring pane of the Operations Manager 2007 Operations Console.

	Task Name
	Task Description

	List FTP Server Service Status
	Lists the status for the FTP Server and other Internet services.

	List FTP Site
	Lists an FTP site along with Name, Metabase Path, Status, and Port information.

	List all Web Server Service Status
	Lists the status for all Windows IIS Internet services.

	Recycle Application Pool
	Recycles a specific application pool.

	Start all Windows Internet Information Services
	Starts all Windows Internet Information Services. 

	Start Computer Management Console
	Starts the Computer Management Console for the selected computer.

	Start Web Site Diagnostics
	Determines whether a Web site, dependent application pool, and site configuration are in a healthy state. It also determines whether critical IIS and Windows services that the Web site depends on are available.


Reports

Use the reports provided with the Windows Server Internet Information Services 2000 and 2003 Management Packs to understand trends in your IIS servers over specified time periods. 

Note 

Reporting is an optional component of Operations Manager 2007. 

The following reports are provided with the Windows Server Internet Information Services 2000 and 2003 Management Packs:


All IIS Server Application Pools


All IIS Servers


Application Pool Failure

The reporting feature of Operations Manager 2007 transfers data from the Operations Manager 2007 database to the Operations Manager 2007 Reporting database. Therefore, after the Management Pack is imported, IIS reports will not contain data until the initial transfer of data has occurred.

Troubleshooting

This section helps you to resolve problems that can occur when monitoring Internet Information Services 2000 and 2003 with Operations Manager 2007.

Multiple Web or FTP Sites with the Same Name Change State at the Same Time

Environment
For this issue to occur, there must be multiple Web or FTP sites with the same name on an IIS server.

Issues
When the health state of a Web or FTP site changes, all sites on the IIS server with the same name will change to the new state. 

Workaround
Change the names of the Web and FTP sites to unique names for the IIS server.
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